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INTRODUCTION

System administrators are a crucial population mhguter users — they keep our computer infrastrastup and
running. Little was known about their work praescand tools, however, spurring us to perform esethnographic
field studies over the past four years. We madeidi6s across six sites, studying administratox®ived in managing
system and network security, web hosting, databasssrating systems, storage, and data center tappeya Our

research methods included naturalist observatiodnsadministrators at work (usually recorded on vidge),

interviews, surveys, and collection of variousfadis (diaries, manuals, installation instructigolsanning documents,
etc.).

The details of our findings with respect to systadministration have been published elsewhere, dintugeneral
discussions of work practices and tools [1,2,6haus on security administrators [4], and a prop&maa new type of
programming environment to help administrators anatiee tasks and monitoring [3,5].

The goal of this paper is to discuss the advantagelsdisadvantages of ethnographic studies as asreabetter
understand security administration. We'll alsoald#® how the lessons from studying the world & pinofessional,
full-time security administrator might be appliedthe broader world of security user studies fal-asers.

ETHNOGRAPHIC STUDIES

We found ethnographic field studies to be highfieetive in better understanding security admintgirawork. Our
methods involved two observers spending up to &kwe@ given site. Our security study involved tsuxh visits in
2004 to a security administration group at a largersity. We normally begin with contextual intews of 30-60
minutes with different members of the group, batlunderstand the subjects’ work in more detail, alsd to explain
the reasons for our study. After the interviews eompleted, we choose one or two subjects to foau®bserving
and videotaping the subjects extensively at wdripically, one of the observers operates the vithrnera, while the
other takes notes and occasionally asks questmutatify the nature of the subject’s actions. Wso follow the
subjects to meetings whenever possible. Whenéeesubject uses an interesting artifact, suchparaing document
or list of instructions, we take note and later fsla copy.

In ethnographic studies it is important to estdiblise subjects’ trust, especially in a sensitiveaasuch as security.
The subjects were informed that the videotapingaskrvation would stop any time they wanted, for @ason (e.qg.,
work in a sensitive area, or a phone call from frgind, etc.) In addition, we let them know that identifying
features in the recordings would be removed bebotdic display. These limitations on recording atisblay made
the subjects more comfortable with being observte also found that the subjects were especiallyivaed when
we presented the results from some of our eartigdiess — this not only established our credibility observers
sympathetic to the challenges faced by adminissaib also demonstrated how we anonymized our, ddiscuring
faces and identifying details in video, picturesd atory lines. Any subject could be nervous atptospect of being
filmed, and knowing that their identities are potézl helps them to act more naturally in fronthef tamera.

The results of our studies are a highly detailednm of how an administrator works, minute-by-mauhroughout the
day. The written notes capture the larger contaxd, serve as an index to activities, while theweidecords details of
what they read and write on their computer, whg el on the phone or talk to in person, and tkeiotional state in
different situations. We can follow problems fradiscovery to resolution, see which tools were uaad how

frequently, and even determine the details of boltation between people. We capture the full rdsnof daily

activity, recording how subjects spend their timvbaere they face problems, and how they resolve thienfiact, we've

found our data was sometimes more accurate thasuthject's own reporting — when asking subjectuboents we

taped, we found that they didn't always accurateall which problems took up their time. Peogdtem don't realize

where their time goes.



While ethnographic data is invaluable, gathering analyzing the data is extremely labor-intensiesulting in a
relatively small population and temporal sample rfgnthan once we were told, “you should have beae kst
week..."”). Itis theoretically possible to use thdlmypothesis to make statistical claims basedied study results
(e.g., nine of ten subjects were observed to egpee problem X, therefore the probability that Xas a problem for
at least 50% of the general population is...), y&t itsually quite difficult to assess how repreatw the subjects are
as a population. The intrusive nature of obseowatind videotape can also be an issue, especidhysensitive work
such as security administration. We have beenasessful in several instances gaining permissiosbgerve and/or
videotape in certain commercial and governmenirggit and there is always the question of whethbjests behave
normally when being observed. Our experience sugdkat they get used to being observed withirvatfeurs, but
this is difficult to prove. It is impossible to beuly unobtrusive when observing a subject inrtloevn work setting,
but we aimed to reduce our impact as much as wé&l.ctu addition, the real world is not predictablnd what
happens during your observation may not answespleeific questions you started with. For examitie,computer
systems might not be under attack during your afagiems, limiting what you can learn about secucitiges. On the
other hand, we believe studying subjects and teitk in context offers invaluable information pattiarly when
work is idiosyncratic, event-driven, and informalia security administration.

In balance, we have found ethnographic field stutbebe very useful in understanding the toolswark practices of
security administration, and despite the disadgedahe results are compelling. It is the best teagapture the full
complexity of real-world situations and interactpmand videotape really helps audiences understaddsympathize
with the study subjects.

SECURITY ADMINISTRATORS
The results of our security administration studéee described in detail in [4], but we will deseribome of the
important conclusions, particularly as they retateonducting further ethnographic studies.

We studied a group of professional security adrizisrs at a large university. The task of se@igaveral hundred
computers involved many aspects: continual rese&oclearn about new exploits, running scans forfedsnt

vulnerabilities, interpreting the output from autmted monitoring and scanning tools, reacting tausibns (either by
shutting them down immediately, or allowing themctntinue to trace them back to the source), dstaby and

updating security policies, and even setting upnthgots”, dummy machines to lure attackers and giormation

about them.

Security administrators use a wide variety of tawmlsperform these tasks, from web browsers, IM, afdail, to

specialized tools for analyzing large volumes dadaetwork traffic, file systems). Administratasfien create their
own tools, to manage the specifics of their owrteayps and circumstances. Work is often informal emasequently
great deal of human judgment is required, sincatiiemated monitoring tools err on the side repgréverything that
might be suspicious. For example, we witnessedemi®ode where the automated tool reported arfilesfer from a
formerly-compromised machine, and the administratigded to examine the file and research the malshimvner to

ensure that it was legitimate.

We found security administration work practicesyay the particular instances of security incidemthough

administrators try to specialize, every new incidés different and requires new knowledge and netea
Administrators thus heavily rely on the communibdave found security administrator community partcly closely

knit. Collaboration was extremely important, asfetént administrators shared information and qoestiabout
ongoing events affecting their systems.

Security administrators are at an extreme when epetpto “average” computer users. Security is thenary task,
and they deal with more machines, more networHKi¢radnd more attacks than anybody else. Natur#ily work of
the security administration is very event-drives,iacidents come and go. Keeping an end-user'spaten secure
requires many of the same activities as are peddrby a professional administrator: scanning, nooimigj, learning
about new vulnerabilities, but these activities tros automated/outsourced for the end-user (whaerdowant to
think about security every minute of the day). Tésult for end-users are tools such as automs#édidypdating virus
scanners, firewalls, and phishing detectors. Wssting such tools is difficult, given the low ptefthat security has
for end-users, and the infrequency of attacks. haiee described how a large university settingeéslidor conducting
ethnographic studies of security administrators,oyee could also use these administrators as avggt®r studying
end-users. In a large university setting, the sizé heterogeneity of the computer and user popuktand public
nature of the institution ensure that attacks/eésiworms will be more likely than other settingshil® security-events
happen seldom to any individual, a wide deploymaatoss many users could be monitored from the #gcur
administration offices - when an end-user is uradtack, the security administrators are usuallyfitiseto know.



CONCLUSIONS

In conclusion, ethnographic field studies offerdlable insight when studying security. EthnogyajEhpowerful
approach for generating an extremely detailed pibraf a user’s work practices and tools. Whensar's primary
focus is security, as in the case of security admators, field studies can greatly help undedita; the usability of
security tools and techniques. Ethnography is lssful when security-related events are rare,ghao such cases
security administrators could serve as a gatewéipding and monitoring end-users working with sétyuools.
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