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The Web Security Context (WSC) Working Grauis breaking ground by being the first
standards effort to have usable security indicaasrne of) its primary goal(s). A goal
of the WSC WG is to create a usable baseline astdoactices for the display of
security context information a user should be piediwhen expected to make a trust
decision on the web. (Our other goal is recommeaodaion how to make that
information robust against attacks.) Our work diract result of the rising tide of web-
based social engineering attacks such as phiskimgh motivated the W3C Workshop
on Transparency and Usability of Web Authenticatidie participants of our working
group put us in an excellent position for getting standards not only recognized but
implemented as well. Group participants includeimber of the major browser vendors,
security specialists in industry and academia,ge@ed names in anti-phishing and
usable security, and businesses who rely on welicappns. A major challenge is that
we lack the experience of a pattern for succesméiking the difficult tradeoffs in
designing for both security and usability in thetaxt of a standards effort.

The quality of our standards work relies on theesaspects all standards work relies on;
deployment experience, architecture and designragegeprototyping and
implementation experience, and testing multiplelengentations against the standard
and each other. The success of our recommendasgioosted in their security and
usability, which means it will be important to grthem with effective user studies and
testing. While our group consists of members wigoaative in usability research and
product design, being a standards group, the apinal collaboration of other area
researchers will serve beneficial for our purpogestar as we know a standards group
has not previously undertaken usable security évemgh the need for a baseline is
there. We are calling on a number of establisheldnigues in both security and usability,
including user studies, to make this effort sucitgsSser studies and testing will
augment or supplant traditional interop testinthis standards context.

In addition to the issues present in creating sgcuser studies with typical research
goals in mind, user studies to motivate and vatidesable security standards also include
unique implications. From a process point of vieew does the lack of a pre-defined
institutional control board impact ethical concemsiace a user study in academia
typically has a designated board to guide and ajgppoactices. A critical aspect for our
user testing is what the impact is to the desiga aser study if it is known in advance
that the results are intended to to support oregytheé development of standards (as
opposed to forming the basis of publishable re$gafince standards discussions are
based on group consensus, the impact and meanthg césults of any user study must
be accepted by the group to be useful. And siraredsirds recommendations are meant
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to apply to a broad set of existing and future tetbgy, the results of user testing must
be generalizable to the standard's scope. Wenelliiably face numerous questions
about how to structure our user studies so thateteng on specific users and specific
implementations (whether low or high fidelity) aj@sl to our full recommendations (or
the parts of the recommendations that most nebd t@lidated with direct user testing).
Those recommendations will in turn be used in inm@etations we can neither anticipate
or control, and need to be useful and valid in ¢hasknown future contexts.

Published results from recent user studies havengur group a starting point but we
agree with the goals of the workshop that we carefiefrom attempts to improve the
design of user studies. For an example of a usdy sthose goals were different from
those of established research, Bed You Ever Have To Make Up Your Mind? What

Notes Users Do When Faced With A Security Decision®. The goal of that work was to
motivate the commitment to features that would owprthe deployability (and usability)
of Lotus Notes Execution Control Lists. In ordeb®s maximally compelling to product
management, the entire design of the study wasgdisisongly in favor of disproving the
need for additional features. That bias was to renthat any data from the "in the wild"
user testing that argued for additional productkweould be accepted by product
management as valid.

The WSC WG is producing the draft Nbthat will define our goals, scope, use cases,
foundational software, and approach. As part ofppaposed design principles, we have
combined the published results from prior useristtb establish a concept for who the
average user is, how they understand security@w#b, and how they interpret current
security indicators. Relying on the results of jpoas user studies (Why Phishing
Works’, Decision Strategies and Susceptibility to PhighiGathering Evidence: Use of
Visual Security Cues in Web BrowsérBo Security Toolbars Actually Prevent Phishing
Attacks?) the following issues come up: users do not kndwaivio look for when they
need security information, they are not familiathngecurity concepts like certificates,
and they may not be able to easily access theigesdormation they need. As a
standards group, we feel this data is useful aartirgy point, but the limited reach of the
participant group for each study leaves the stfeagt scope of its use open to future
guestions. There are definitely categories of urg/hich we have no such data, who
we will also need to consider in our recommendati@uch as web power users and web
developers). Discussion of what can and should dotte within the working group and
outside of it to make this approach more completéudes lobbying for a large-scale
user study and doing studies (similar or diffengnthrgeted at the other user groups we
define.
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Another reason we have an interest in designingsisdies is because the majority of
the studies published that can inform our standamd& are focused on one or two attack
use cases, mostly phishing. Since our recommemdatvdl be for displaying security
context information in general on the web, we hawveuch broader set of use cases to
consider. A core issue will be consideration opliig of positive security context
information that may be taken by the user as aicoafion of their safety. While the
browser padlock model and some encrypted mail asugvhy Johnny can't encrypt
Johnny 2: A User Test of Key Continuity Managemeith S/MIME and Outlook
Expres$®) provide data on displaying information on enciyptor authentication
(signing), there are many questions on applyingitteegeneral web security context
display, particularly given the ability of any wapplication to attempt to mimic them.
Published user studies have again given us a godelnfor designing a study, but it may
be beneficial to consider different user study téghes depending on the various use
cases.

Given the limited amount of data available regagdime typical user's knowledge of
security as it relates to the web, it would be helfp conduct a user study with a larger
and/or more diverse participant pool with the falilog objectives:
» validate or refine our understanding of who therage web user is and what she
understands about security
» validate or refine our assumptions about how carsenurity cues are understood
and used, and how well that works today
» develop a model of how consistent use of positiveegative security indicators
effects users over the long term (and how useasfdlsame indicators by their
friends, family, and colleagues influences behgvior
» test user reaction to proposed WSC solutions udlrrototypes of new security
indicators, messages, and task flow.
Our working group time and resources are limited;aurrent schedule requires us to
draft recommendations by the time of this workslem flesh them out with enough
assurance to make them Candidate Recommendatidhs leyd of the year. Certain
types of studies will not fit into that sort of teal schedule, so we must consider what
we can, should, and must do now, and what we re@rdrbe done as follow on,
iterative, or maintenance work.

The results from user studies will be importardeateral points in our recommendations
development. We will create a profile of averagerssvith results from prior user
studies in the design of our recommendations. Rethat highlight user's problems with
the lock icon which include: its susceptibilitygpoofing attacks and confusion about the
meaning lead us to ponder whether they could haee bhvoided by standardizing the
lock in a fashion backed with results from usedgs prior to its use. We also have a
growing list of references to results from prioeustudies and are documenting how
they support or disprove common design techniqubssh we will use to guide how we
recommend displaying information to the user. Trszseces have provided a foundation
for the recommendations, which we will evaluatetiyh a combination of techniques,
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including traditional expert and community feedbeakd our own user studies. The user
studies performed will be modeled after previousrssudies. The variety of our use
cases may create a need to develop other methodsateing feedback; which is
something we have yet to explore, but the issuenisayater in our work.



