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ABSTRACT
System administrators are users too and there have been few user 
studies of them in the security domain. This paper describes the 
challenges we faced in designing and performing studies of secu-
rity system administrators using visualization tools as well as our 
experiences in addressing these challenges.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General – secu-
rity and protection; C.2.3 [Computer-Communication Net-
works]: Network Operations – network monitoring; H.5.2 [In-
formation Interfaces and Presentation]: User Interfaces –
graphical user interfaces (GUI); I.3.6 [Computer Graphics]: 
Methodology and Techniques – interaction techniques; K.6.5 
[Management of Computing and Information Systems]: Secu-
rity and Protection.  

General Terms
Measurement, Design, Experimentation, Security, Human Factors.

Keywords
user study, usability, security, system administration, task analy-
sis, intrusion detection, Internet security visualization  

1. INTRODUCTION
Security system administrators have the unique role of maintain-
ing the overall integrity of functional tasks within an organization. 
Without the proactive and quick reactive protection they provide, 
an organization would likely be subjected to numerous problems 
significantly decreasing productivity.  

While there is a growing body of user studies focused on end user 
security tools usability, there are few user studies focused on se-
curity system administrators [2]. Security administrators, how-
ever, are users too, and they are the focus of our studies.  We ar-

gue that since security administrators typically act on the behalf of 
many end users, improving the usability of their tools and proce-
dures through user studies promises to have a larger impact on 
overall organizational security than end user studies alone. System 
administrators not only shield end users from larger problems but 
also decrease the need for end users to manage (or even know ar-
cane technical details about) security on infrastructure systems 
they depend upon. 

The security administrator’s job of protecting an organization 
from attacks is difficult because it is high-volume, multi-
dimensional, and dynamic, requiring high levels of expertise and 
the integration of numerous resources [3,4,5,19,20]. There is a 
consensus that the volume of information, repetitiveness of the 
tasks, and response times involved in these tasks beg the use of 
some type of automation—possibly even the replacement of the 
human-in-the-loop with automated agents. However, to date no 
automated system has yet approached the effectiveness of human 
security administrators.   

While Internet security administration is unique due to its prob-
lem domain, there are other domains with similar challenges. A 
meta-analytic study of the human network monitoring for water 
systems, electric power grids, air traffic control, and nuclear 
power plants [11] show that visualization tools are a commonly 
used form of automation to support human operators monitoring 
activity on a network of systems.

Multiple visualization tools have been developed to aid Internet 
security system administrators [1,8,9,16,18,20]. However, there 
have been few user studies to quantitatively evaluate their effec-
tiveness. No definitive user studies have shown that visualization 
improves effectiveness in this problem domain, in what scenarios 
it would be most useful, and how much improvement might be 
expected over traditional tools and interfaces.    

In this paper, we share our experience in user studies of security 
system administrators aimed at finding the answers to these ques-
tions. We designed and completed user studies with security ad-
ministrators at multiple levels including user requirements elicita-
tion [20], task analysis [13], and performance measurement 
[12,14]. From our experience we present some views of the chal-
lenges of planning and executing security administration user 
studies and, where possible, insights about how these challenges 
may be overcome.

The remainder of this paper is organized as follows: Section 2 
provides the context for our user studies and a brief background 
on security sysadmins tasks. Section 3 presents the challenges we 
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found in designing and performing our user studies as well as our 
experiences addressing these challenges. We end with a summary 
and conclusions in Section 4.

2. BACKGROUND
End users are dependent upon the availability of networked ser-
vices such as authentication servers, storage systems, and transac-
tion servers. The complexity of managing these services has 
grown tremendously with typically hundreds or thousands of com-
ponents requiring skilled human effort to install, configure, up-
grade, monitor, and debug. Some of system administration is 
automated; however, the actual degree of automation is much 
lower than many people assume [2]. Human operators are still 
very much in the loop, especially during emergencies. 

Research has been conducted in understanding security system 
administration, specifically in the task of intrusion detection. 
Studies range from ethnographic studies [6] to requirements elici-
tation [20] to cognitive task analyses [3,4,5]. This research pro-
vides insight into the task of intrusion detection and a means for 
finding common themes.

Better system administration tools can produce substantial bene-
fits with breakthroughs in five different dimensions: (1) tools to 
manage the scale of networked systems in terms of size and com-
plexity, (2) tools to manage diverse networked systems independ-
ent of vendor-specific implementations, (3) networked system 
monitoring tools tuned to operator attention capabilities, (4) net-
worked system troubleshooting tools leveraging human intuition, 
and (5) collaboration tools to aid human interaction especially 
during emergencies. 

Toward support of security sysadmins along these five dimen-
sions, visualization tools have been developed to reduce the cog-
nitive workload of gathering and integrating information by the 
engineers [1,8,9,16,18,20]. These tools are typically very special-
ized; for example, they may require specific input data or only de-
tect specific events.  The latest generation of visual data mining 
tools and animated GUIs take advantage of human perceptual 
skills to produce substantial results, empowering users to perceive 
important patterns in systems, identifying components that need 
further scrutiny, and enabling sophisticated decision-making. But 
seeing information is only a start. Users also need to explore and 
manipulate information using real-time tools to zoom in and out 
of data, filter the data, and relate the information to other data 
sources, as well as having the ability to undo actions if they make 
a mistake. However, little empirical research has been conducted 
on the use of Internet security visualization tools and their effec-
tiveness for the task of intrusion detection.  

3. CHALLENGES 
In designing and performing user studies in the context of security 
sysadmins, we found several challenges described in this section.  
The intention is to bring these challenges to the attention of other 
researchers so we can learn from each other.

3.1 Multiple Roles
One of our first steps is to identify and observe security sysadmins 
to learn what would be the most valuable research problems to 
study. We learned that the role of security sysadmin is not always 
clearly defined. Each organization is different and an organization 
may not have dedicated staff to monitor system security. It is ex-

actly when systems security staff balance multiple roles that sys-
tem security may be put at greater risk because of divided atten-
tion. In order to overcome this challenge, research needs to be 
conducted to reveal exactly how people balance multiple roles 
across tasks and time. This can be done by examining the different 
staff roles, the different tasks to be juggled, how much time 
should be devoted to system security versus how much time is ac-
tually being devoted, what system security tasks are typically 
completed versus left uncompleted, etc.  

3.2 Task Analysis 
A task analysis of a security sysadmin should identify and qualita-
tively describe all tasks and subtasks performed (including those 
performed in parallel) along with their relationship to overall op-
erational goals. While cognitive task analysis has shown that the 
task of intrusion detection can be divided into multiple subtasks 
[13], the extent to which each is performed varies across different 
organizations; each organization has their resources and processes 
tailored for their unique environment. This makes it difficult to (1) 
generalize about task analyses between organizations and (2) for a 
security sysadmin to learn or collaborate with another sysadmin. 
We suggest that more ethnographic studies need to be performed 
(such as [6]) in order to identify common tasks, resources, and 
processes across different organizations.  

Based on our experience, we highlight the following common 
tasks which we feel are most valuable to study via quantitative 
measurements: (1) searching for known attacks with signatures, 
(2) discovering new attacks that have not yet been characterized, 
(3) situational awareness of systems so events can be placed in 
context, (4) the continuous integration of new tools to enhance 
search for different types of events, and (5) inter- and intra- or-
ganization collaboration between security sysadmins. 

With numerous tasks and subtasks present at any time, we found 
that it can be difficult to pinpoint the end of one task/subtask and 
the beginning of another, especially when making precise empiri-
cal measurements. Analyzing our results, we did find a clear de-
marcation of tasks in which humans perform better than machines 
(discovery versus tasks in which machines perform better than 
humans (search) [7]. While there are few tasks that fall exactly at 
the polar ends of this spectrum (human-only with no automation 
at one end of the spectrum to automation with no human-in-the-
loop at the other end of the spectrum), we find this insight a pow-
erful guide for designing tools to leverage both human and ma-
chine capabilities.    

3.3 Intervening Variables
There are many intervening variables to account for when design-
ing and performing security sysadmin user studies. The following 
three are typical for most user studies: (1) user aptitude for differ-
ent tasks, (2) user experience on different tasks, and (3) user train-
ing.

In our experience we did find users with varying skill and famili-
arity with the tasks being tested [14]. We measured the difference 
in results between the different groups with the goal being no sig-
nificant difference.   We address the issue of training by providing 
users with expert knowledge through cheat sheets and answering 
questions during the testing (which are recorded). 

We found that the following intervening variables were more spe-
cific to our studies of security sysadmins and visualization tools:



(1) Artifacts of specific implementation of the visualization tools 
tested (strengths/weaknesses, well-designed, easy to use);

(2) Test cases and scenarios used in the study (biased for/against 
different tools, artificial vs. realistic); and

(3) User expertise.

User testing for visualization of Internet security requires specific 
implementation(s) to be tested.  Each implementation has differ-
ent design characteristics such that results from testing one im-
plementation may not hold for other implementations of the same 
functionality. When a specific implementation is tested, the 
strengths and weaknesses of that specific tool should be disclosed 
to put results in context. Ideally, multiple implementations should 
be tested so consistent results can be identified but this may not be 
practical due to finite development and testing resources. Testing 
specific implementations does provide valuable results that can be 
compared in later studies.

Independent of different implementations, the selection of specific
test cases or scenarios can bias user study results. The goal is to 
select attack test cases that are fair, that is, representative of at-
tacks that are seen across different organizations. For example, 
Internet security visualization tools typically help discover scan-
ning activity (due to geometric graphical patterns) and denial-of-
service attacks (due to significant changes in depicted traffic vol-
umes). However, Internet security visualization tools typically do 
not highlight masquerade attacks, spoofing attacks, non-scanning 
worm/virus propagation or phishing attacks. Therefore, care 
should be taken to uniformly distribute test cases across a problem 
domain or test case bias should be disclosed to put results in con-
text. One technique we have used is to distribute test cases based
on rankings from independent authorities (e.g., SANS1, CSI2, and 
the Honeynet Project3).

Given a fair selection of test cases, the data used in each test case 
should be realistic, even when real data cannot be used. In our 
work, we have taken traffic data captured from real attacks and 
then used anonymization tools to both obscure sensitive informa-
tion and limit the search space while still providing enough in-
formation for testing within a reduced scope. 

Perhaps the hardest challenge for user studies of sysadmins is 
varying expertise of study participants. Security sysadmins tend to 
gain their expertise from on-the-job-training, and the speed at 
which they gain expertise varies between individuals. This chal-
lenge is further exacerbated by the fact that there are little formal 
training conducted by organizations (or by the professional com-
munity) since environments tend to be specialized for general 
training.  

                                                                
1 SANS (SysAdmin, Audit, Network, Security) Institute is a training or-

ganization as well as a clearinghouse for timely Internet attack informa-
tion <http://www.sans.org/>. 

2 CSI (Computer Security Institute) is a training organization that also 
conducts an annual survey of computer crime in cooperation with the 
San Francisco Federal Bureau of Investigation’s (FBI) Computer Intru-
sion Squad <http://www.gocsi.com/>.

3 The Honeynet Project is a non-profit research organization that shares 
Internet attack information found within its network of honeypots (as 
well as sharing tools and techniques) <http://www.honeynet.org/>.

3.4 Evaluation Methods
Are controlled laboratory user studies the best way to understand 
sysadmins using Internet security visualization tools? Laboratory 
user studies provide quantitative results that can be replicated and 
the results generalized. However, laboratory testing removes the 
situated nature of most sysadmin work activity where interrup-
tions, support material, and social collaboration are the norm [10]. 
Most studies of security sysadmin have involved less than a dozen 
users of which a majority may be students and not sysadmins.4

Ideally a user study should test tasks representative of what real 
security sysadmins actually perform across different organiza-
tions. Adapting tasks to a controlled laboratory setting with small 
number of students as surrogates for sysadmins may not be the 
best way to capture this.

Shneiderman and Plaisant [10] advocate the use of more Multi-
Dimensional In-Depth Long-term Case studies (MILCs) as better 
suited to study the creative activities of users of information visu-
alization tools engaging their own problems. So, as an alternative, 
sysadmin use of Internet security visualization tools may be 
evaluated using MILC based on usage (observations, interviews, 
surveys, automated logging) over 1-3 years and expert user suc-
cess in achieving professional goals [10]. As a practical con-
straint, MILC studies are clearly a labor-intensive alternative re-
quiring larger research teams to complete.

Just as studying security sysadmins requires adaptation in research 
design, so does studying visualization. Information visualization 
is a high-level cognitive activity that involves users testing hy-
potheses by looking for patterns over time. Users typically need to 
visualize the same data from different perspectives with different 
tools collaborating with others over a long period of time [10]. 
Important discoveries may be rare but when they do occur they 
can provide important new insights, possibly even shaking com-
mon beliefs [10]. Studying creative visualization processes using 
MILC techniques is appealing since controlled laboratory and tool 
experiments may appear too limiting in comparison. MILC and 
related ethnographic studies do have weaknesses in that observa-
tions may be misinterpreted, important events overlooked, and 
normal behavior changed under observation – but these same 
problems are also found in laboratory-based studies.  

It is our judgment that a combination of laboratory experiments 
and MILC techniques are needed to best capture the impact of 
visualization tools with security sysadmins. For example, within 
weeks an iterative process can be accomplished including quanti-
tative laboratory measurements of important tasks, replication by 
other researchers, and processes refined. While MILC takes sig-
nificantly longer, its focus on benefiting users in their natural set-
ting makes it a set of research methods we intend to pursue in fu-
ture work.  For instance, despite evidence supporting security 
visualization tools over security command line tools we found 
factors in the natural sysadmin environment which changed our 
integration plans [17].

4. CONCLUSION
Security sysadmins protect other users and thus are important to 
study due to their disproportionate impact on an organization’s 
Internet security. From our experience, we have highlighted dif-

                                                                
4 The seminal study of PGP usability tested only twelve users [15].



ferent challenges in designing and performing studies of security 
sysadmins using visualization tools. While ‘the devil is in the de-
tails’, investment to improve HCI studies in Internet security 
promise to enhance our understanding of how best for humans to 
manage security in the different roles they serve (end user, sysad-
min, etc). We encourage others to build on our experience.     
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